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This Special Report is intended to provide ideas to auditors 
when analysing the risks and controls that organisations 
face when developing their approach to culture.  As culture 
is a very personal subject for organisations this report 
cannot, and does not, set out to be definitive, but it provides 
some ideas to consider when auditors develop their thinking 
on how to audit culture.  

One of the causes of the financial crisis in 2008 was seen 
to be the inappropriate culture within firms in the financial 
services industry.  Indeed, the last five years have been littered 
with serious issues.  From mis-selling payment protection 
insurance and interest rate swaps, to the manipulation of 
Libor and the behaviour of senior management, the story is 
one of woe.

This is why regulators and policy makers have made culture a 
key priority for the industry and put things like remuneration 
structures, directors’ responsibilities, products and conflicts 
of interest (among other things) at the heart of the future of 
regulation around the world. In the UK a separate regulator, 
the Financial Conduct Authority, was created specifically 
to focus on the cultural and conduct risks facing financial 
services firms.  

There is a basic link between the terms “culture” and 
“conduct”, in that both have their roots in the betterment 
and refinement of individuals, personal behaviour and a way 
of acting.  It is this that is at the heart of what the regulators 
are trying to change through organisation governance, risk 
and control.

However it is this non-tangible element - the focus on 
individual behaviour - that makes auditing culture and 
conduct a difficult prospect.  For dyed in the wool auditors 
who like black and white, a process to check, a set of 
numbers to tally, a risk and a corresponding control, this 
area of auditing may seem a little off the beaten track – it 
need not be - but what can internal auditors do to provide 
assurance that organisations are on the right cultural path, 
heading in the right direction and behaving appropriately?

BACKGROUND AND INTRODUCTION

REUTERS/KAI PFAFFENBACH

“A strong ethical culture flows from good 
governance and requires leaders to promote 
integrity and ethical values in decision-
making across the organisation.” 

Remarks at SCCE’s Annual Compliance & Ethics 
Institute,  Stephen L. Cohen, associate director 

of enforcement, SCCE Annual Conference, 
Washington D.C. October 7, 2013

WHAT THE FINANCIAL REGULATORS SAY 
Firstly let’s explore some background and discuss what 
financial services regulators have been saying about culture.

In October 2013, in a paper entitled  “Guidance on 
Supervisory Interaction with Financial Institutions on Risk 
Culture”, the Financial Stability Board (FSB) said that a risk 
culture that promoted prudent risk-taking and discouraged 
unrestrained profit maximisation without due regard to risks 
supported an environment that was conducive to ensuring 
that emerging risks that would have a material impact on 
a financial institution, and any risk-taking activities beyond 
the institution’s risk appetite, were recognised, assessed, 
escalated and addressed in a timely manner. Weaknesses 
in the risk management framework, as well as in decision-
making processes and in assigning clear accountability for 
identifying and addressing behaviours not supportive of 
sound risk management, enabled particular risks to take 
root and grow, the report said.

The FSB has already articulated what it considers to be the 
foundation elements of a strong risk culture in its publications 
on risk governance, risk appetite and compensation. It has 
broken down the indicators into four parts which need to be 
considered collectively, and as mutually reinforcing. The FSB 
has made it clear that looking at each indicator in isolation 
will ignore the multi-faceted nature of risk culture. The four 
parts are: 

•  Tone from the top The board of directors and senior 
managers are the starting point for setting the financial 
institution’s core values and risk culture, and their behaviour 
must reflect the values being espoused. The leadership of 
the institution should systematically develop, monitor and 
assess the culture of the financial institution. 

•  Accountability Successful risk management requires 
employees at all levels to understand the core values of 
the institution’s risk culture and its approach to risk, be 
capable of performing their prescribed roles and be aware 
that they are held accountable for their actions in relation 
to the institution’s risk-taking behaviour. Staff acceptance 
of risk-related goals and related values is seen as essential.
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KEY DRIVERS OF CONDUCT RISK 
(FCA Risk Outlook 2013)

•  Effective challenge A sound risk culture promotes an 
environment of effective challenge in which decision-
making processes encourage a range of views, allow for 
testing of current practices and stimulate a positive, critical 
attitude among employees and an environment of open 
and constructive engagement. 

•  Incentives Performance and talent management should 
encourage and reinforce maintenance of the financial 
institution’s desired risk management behaviour. Financial 
and non-financial incentives should support the core values 
and risk culture at all levels of the financial institution.

In the UK the Financial Conduct Authority (FCA) has made 
it clear that having the right “culture”, i.e., one which puts 
customers and market integrity at the heart of the firm’s 
business, is an important component of conduct risk. The 
FCA has not specifically defined culture either, but has said 
that it will assess it by looking at areas of a firm’s business 
and behaviours and drawing conclusions therefrom; “joining 
the dots”, to use the FCA’s own phrase. This may be through 
a range of different measures such as: 

•  how a firm responds to, and deals with, regulatory issues;

•  what customers are actually experiencing when they buy a 
product or service from front-line staff;

•  how a firm runs its product approval process and what 
factors it takes into account;

•  the manner in which decisions are made or escalated;

•  the behaviour of that firm in certain markets; and even

•  the remuneration structures. 

As part of its methodology for addressing conduct risk 
the FCA provided the diagram opposite, which can be 
overlaid onto almost any area of a firm’s business and used 
to produce a snapshot of where the most likely drivers of 
conduct risk may lie.  Culture is at the heart of it. 

Consideration of cultural issues is also central to the FCA’s 
methodology when conducting firm-specific supervision 
under the Firm Systematic Framework, as well as when it is 
doing event-driven work or looking at issues and products. 
The three pillars of the FCA’s supervisory framework 
comprise firm supervision (using the Firm Systematic 
Framework), event-driven work and work around issues 
and products. The Firm Systematic Framework has as one 
of its elements an assessment of governance and culture, 
which includes an assessment of the effectiveness of a firm’s 
identification, management and reduction of conduct risk.

LINK TO INTERNAL AUDIT
The relationship between internal audit departments and 
the regulators is very important.  There is no greater example 
of this than the UK Chartered Institute of Internal Auditors 
(CIIA) paper, “Effective Internal Audit in the Financial 
Services Sector”, issued in July 2013.  In it the CIIA states 
that the chief internal auditor, and other senior managers 
within internal audit, should have an open, constructive and 
cooperative relationship with regulators which supports 
the sharing of information relevant to carrying out their 
respective responsibilities.

Although the work of internal audit is for the organisation, 
not the regulator, and the regulator should not be seen 
as a substitute for internal audit, there are lessons and 
direction that internal audit can take from the risks that the 
regulators identify, and from the monitoring approach they 
take to address those risks.  Hence, there could be a number 
of cultural messages and indicators in general operational 
processes within organisations such as sales or product 
development (areas that are covered later in this report).

The FCA has also undertaken some research into 
behavioural risks to help organisations shape their 
approach to culture.  Thomson Reuters has also issued a 
number of papers on this subject.  This report does not deal 
with the creation of a culture, however, but rather looks at 
how internal audit should go about auditing that culture, 
and suggests practical ways in which internal audit might 
contribute to the development of the cultural approach 
within an organisation.
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EXECUTIVE SUMMARY - 10 TIPS FOR AUDITORS

So how can the intangible element that is culture and 
conduct be made tangible at the same time as it is placed 
at the heart of an organisation? How can firms comply 
when there is no rulebook, and how can they fix culture? 
Here are 10 tips for auditors, to assist them as they attempt  
to audit culture. 

1. CARRY OUT A STOCK TAKE 
A worthwhile, if not essential, first step is for the organisation 
to gather current information about the cultural state of the 
organisation. Internal audit could either lead this work or 
should at least be heavily involved. Some of the areas to cover 
are identified below. A “sit-rep” of what the organisation is 
doing will be invaluable to directors and senior managers 
and should help them to form a view of how they wish their 
organisation to act. 

This should include a “mapping” exercise of the current 
regulatory rules and direction, and guidance on how the 
regulators see culture. The stock take should also include 
the internal audit area itself, and in particular the skills 
and resources available to it. Does the development of 
this cultural approach require internal audit to assess new 
areas? If so, does internal audit have the necessary skills to 
be able to carry out these audits?

2.  DEFINE AND DEVELOP AN ORGANISATION-WIDE 
CULTURE POLICY

“What we want is senior management to 
demonstrate integrity, role model the right 
behaviours, challenge where culture is not 
right, and do the right thing, even when it is 
hard.”

“Firms should ask themselves the question: 
‘should we’ carry out a certain activity as 
well as ‘could we’ do it. To put it another 
way, ensuring your firm operates to the 
highest standards is a cultural question not 
a control or process challenge.”

Clive Adamson, director of supervision at the FCA,  
in a speech entitled, “Ensuring the UK remains open for 

business – requirements for foreign-owned firms” 
at the Association of Foreign Banks, London

It is important that senior management, boards and non-
executive directors (NEDs) take time to debate, define and 
agree what culture means to their organisation. This should 
include the standards of behaviour they wish to promote. It 
may be that the board installs a senior committee of directors 
and NEDs to coordinate cultural policy and messages with 
the appropriate reporting to the board and audit committee.

Internal auditors, as the risk and control experts in the 
organisation, should be involved in this design process 
from the beginning. They should challenge, advise and 
guide management in the risks that various approaches 
to culture might face, whether financial, reputational,  
operational or regulatory.

The policy should also outline the measures which will 
need to be taken where cultural policy is “breached”. The 
organisation needs to be seen to be taking a firm but fair 
approach. Getting the balance right is important. Too soft 
an approach and the organisation runs the risk that cultural 
messages will not be taken seriously; too firm and the staff 
will see it as unfair. Nevertheless a strong, positive approach 
to enforcing the correct cultural environment is required.

REUTERS
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3. THE RIGHT THING

“One important effect of DNB’s focus on 
conduct and culture is that directors and 
supervisory board members have become 
more aware of the risks emanating from the 
way people behave.”  

De Nederlandsche Bank (DNB), “Leading by Example:  
Conduct in the board rooms of financial institutions”

A significant element of culture and conduct is organisations 
and individuals doing the right thing when it comes to a 
customer or business situation. The FCA, together with 
experts, has carried out analysis on the subject of behaviour 
and it is worth considering this when undertaking any 
future planning on culture. Thomson Reuters Accelus 
has also explored behavioural risk in a series of articles 
entitled “Catching moonbeams: the quest to stop the  
creative rule-breakers”. 

4.  LET THE CULTURE POLICY CASCADE THROUGHOUT THE 
ORGANISATION

The cultural message and approach should be reflected in 
all other polices and processes. An assessment should be 
undertaken to determine its impact on other polices and 
processes and amend them accordingly. 

5. PLANNING: BE CONTINUOUSLY INVOLVED 
Internal auditors should determine the particular areas 
that require auditing so that they are able to provide 
reasonable assurance that the organisation is operating in 
an appropriate way culturally. Below are some examples 
of particular areas that could be included, but auditing of 
culture is an area where a once-a-year audit is not going to 
be sufficient. 

One tactic might be to use a once-a-year audit as a milestone 
to pull together cultural risks and messages that have been 
worked on throughout the year, and then to report them in 
a consistent, coherent way to boards. Other methods can be 
used to provide assurance and to shape any future direction 
accordingly. For example, auditors might consider facilitating 
culture workshops in different departments and with 
different levels of management. Management information 
will need to be used more frequently and regular testing of 
key cultural indicators needs to be undertaken.

6. DEFINE KEY RISKS AND INDICATORS
If a culture policy is to be developed,  a thorough risk 
assessment of cultural areas needs to be undertaken. 

7.  CUSTOMER OUTCOMES AND DEVELOP A CUSTOMER 
“STRAW MAN”

The greatest test of whether the organisation is operating 
an appropriate culture is the outcome for the customer. 
Appropriate customer outcomes are vital, and if the customer 
is not being treated fairly by the product/process/policy 
then the cultural approach needs to be dynamic and honest 
enough to reassess and change. Internal auditors could use 
well-designed customer surveys to gather information or 
they could hold interviews with a sample of representative 
customers to test the organisation’s cultural approach.

Before testing actual customer outcomes it is important that 
organisations establish the make-up of the ideal customer 
they deal with and how to handle deviations from the model. 
Elements of behavioural risk are helpful here in determining 
how customers might react to certain situations. Once this 
has been established organisations can then truly begin to 
match their culture to how the customer operates.
8. DISCUSSIONS WITH THE REGULATOR

Whatever approach is taken, it is worth discussing it regularly 
with the regulator during the design and implementation 
stages. It would be short-sighted to design an approach 
that conflicted with the regulator’s view. While the FCA is 
unlikely to shun a methodology that has thought through 
the customer risks and redesigned policies/products/
processes accordingly, and which has then been backed up 
by solid implementation monitoring, it is nevertheless wise 
to keep the regulator apprised of developments.

Internal audit needs to work closely with other control 
functions such as compliance and risk departments so that 
it is able to provide the board with a consistent, accurate and 
coherent view of the risks posed by cultural change.

9. TRAINING
In many organisations the approach to staff training needs to 
be reconsidered. Culture deserves a new approach from the 
traditional formulaic classroom approaches and rigid CBT 
packages. It is unlikely that the latter will deliver the correct 
cultural message and any new approach adopted will need 
to educate rather than train. Alternative approaches should 
be considered.

10. LEARN FROM OTHERS
Many organisations are in the same boat and will all be 
pooling their ideas about how to audit culture. Auditors 
should speak to peers and to other organisations to get a 
feel for new ideas, what works and what does not work. The 
approach to auditing culture need not be daunting as long 
as it is broken down into easily manageable “chunks”. 

EXECUTIVE SUMMARY - 10 TIPS FOR AUDITORS
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PLANNING

REUTERS/TORU HANA

The art of planning audit activity is a basic discipline of 
the profession. Internal auditors know that planning is 
undertaken at various levels: planning the strategy of the 
internal audit department (strategic planning); planning 
the internal work to be undertaken in a designated time 
frame (annually, quarterly, etc.) (medium-term planning) 
and also planning individual audit assignments (short-term 
planning). All this activity is underpinned by the Performance 
Standards of the International Standards from the Global 
Institute of Internal Auditors. 

In particular, Standard 2010 states that the chief audit 
executive must establish a risk-based plan to determine 
the priorities of the internal audit activity, consistent with 
the organisation’s goals. The internal audit activity’s plan 
of engagements must be based on a documented risk 
assessment, to be undertaken at least annually. The input 
of senior management and the board must be considered 
in this process. Standard 2201 also provides direction when 
considering planning.

These basic planning standards and processes, such as risk 
and resource assessments, are equally applicable when 
culture is being audited, and this report does not attempt 

to reinvent the wheel on the basics of planning. Instead, 
it outlines some observations and considerations in the 
context of planning work around auditing culture where the 
importance and breadth of culture presents both planning 
opportunities and problems for internal auditors. 

STRATEGIC PLANNING

Competence of internal auditors
A top-down approach to auditing culture will mean greater 
access to senior members of the board and executive team. 
This approach will require auditors with the necessary 
experience and knowledge to be able to interact with the 
organisation’s senior executives. Heads of internal audit 
need to take this into account when undertaking skills 
audits of their departments and planning work around 
access to this audience.

Audit charter 
It may aid planning and manage stakeholders’ expectations 
if the audit charter is amended so that it clearly explains 
internal audit’s responsibilities in relation to culture. This 
will not only give direction to the head of internal audit but 
will also provide a clear expectation and understanding 
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PLANNING

for line management when dealing with internal audit. It 
should help raise the priority of any work required around 
culture and make it easier for internal audit to undertake the 
work at an appropriate time, rather than it being delayed 
by operational priorities. Of course there is a need for the 
organisation to buy into, and look positively on, the work 
that internal audit undertakes. A strong indicator of an 
appropriate culture is the promptness and thoroughness 
with which line management respond to actions from 
internal audit and regulators.

Relationships with regulator
The head of internal audit will undoubtedly have some 
interaction with the various regulators. It is sound advice 
that organisations should share with the regulators their 
approach and plans for cultural change or monitoring the 
cultural environment to allow a more focused discussion 
of the regulatory impact that changes may bring, and to 
support the organisation’s commitment to the Principles of 
Business – Principle 11. 

It is no different for the head of internal audit, who may find 
it useful to share plans with regulators about how he/she 
intends to provide assurance on the appropriateness of the 
organisation’s culture. This may also help the regulators, 
who will want to cover similar ground.

Outsourcing internal audit
There is a great deal of good practice about the best ways to 
conduct an outsourcing process. Outsourcing internal audit 
has both advantages and disadvantages. The message here 
is that whichever firm is chosen as an outsourcing partner, 
the cultural fit needs to be considered. There is a risk that the 
outsourced internal auditor may apply cultural messages 
from its home organisation to the outsourcing organisation, 
creating confusion and incurring extra cost. The use of an 
outsourced firm needs to be planned and thought through 
carefully so that the organisation receives the maximum 
value on cultural issues.

Liaison with compliance and other risk departments
Another complication when planning work around culture 
is the need to liaise and work closely with other control 
functions, such as compliance or risk departments. 
Compliance departments can help to provide a complete 
picture of the state of the cultural approach by supplying  
useful information, and may act as a barometer of how 
the wider organisation is embedding cultural messages. 
The Thomson Reuters Cost of Compliance Survey 2013 
and the State of Internal Audit Survey 2013 both provided 
results that showed that there was a lack of regular contact 
between control functions, which perhaps suggests an area 
for organisations to consider further.

MEDIUM-TERM PLANNING

The annual audit plan
To include a once-a-year audit of culture somehow misses 
the point of what the culture is all about. Plus, the very 
nature of culture may make such an exercise too large and 
unwieldy to manage. The cultural aspects could be broken 
into smaller, related audits which, added together, provide 
an effective review of the cultural aspects of an organisation.

Internal audit departments may have audits of areas such 
as remuneration structures and sales processes already 
planned. An extension of the scope to include cultural 
and behavioural messages in these audits will give the 
organisation an indication of how cultural messages are 
being embedded.

It would be useful to include in the audit plan a one-off 
exercise that pulls together all the cultural “testing” which 
has been undertaken throughout the year, to fill any holes 
that have either been overlooked or not included elsewhere 
and to present an annual report to the board which 
outlines where internal audit believes the organisation is in  
terms of culture.

SHORT-TERM PLANNING

Senior management interaction
To be fully effective, internal audit needs to interact with 
the most senior executives in an organisation, including the 
chairman, chief executive officer, non-executive directors 
and other board members. Internal audit should gather 
senior management’s view of culture and evidence to 
confirm whether or not the organisation’s approach to 
culture is appropriate, and being adopted accordingly. This 
will involve holding meetings with directors both individually 
and collectively to explore what they think the culture of the 
organisation should be. 

Auditing during development of cultural approach 
A one-off audit of the “project” that has developed the culture 
policy may also be inadequate. By this stage, if undertaken 
correctly, high-level discussions and agreements and rolling 
out of the cultural messages will have taken place, and any 
value that internal audit may provide will be lost.

Internal audit should be employed to review outputs of the 
development of the organisation’s approach to culture on an 
incremental basis, as they are produced. This approach can 
be demonstrated in a number ways, for example:

•  If a formal project methodology is employed, official 
quality assurance milestones can be included in the 
project plan so that internal audit can review particular 
pieces of work and feed in before the policy has been 
finalised.
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PLANNING

•  Internal audit could be used to facilitate meetings. As 
internal audit is an independent function, it is ideally 
placed to facilitate high-level meetings on policy 
development, and on the way that policy is subsequently 
rolled out.

•  Internal audit could review key documents or decisions 
before they are agreed upon to ensure proper process 
has been observed and relevant risks and controls have 
been covered. 

Use of management information
It is good practice for the head of internal audit to receive 
management information on culture that is prepared for the 
board and senior management. This information can then 
be used to assess risks and controls incrementally, in real 
time, so to speak. The head of internal audit can then feed 
any comments, issues or questions into line management 
and keep his opinion of the state of the culture of the 
organisation up-to-date. 

The same principle can be used when it comes to the outputs 
of any surveys undertaken. For example, customers’ views 
on products, sales techniques, etc., and employees’ views on 
the organisation’s culture. These can be useful indicators of 
weaknesses in the approach to culture.  It might be equally 
useful for internal audit to analyse the results and undertake 
some follow-up testing to augment and colour board 
reporting. This approach would need careful planning and 
coordination so that outputs can be delivered promptly and 
still remain accurate and up-to-date.

COLLATION AND RETENTION OF EVIDENCE

Last, but not least, is the need to include, in any detailed 
planning, information about the type, location and storage 
of relevant evidence at every stage of the auditing process. 
Again, evidence-gathering is a fundamental discipline for 
internal auditors. International  Standard 2310 states that 
internal auditors must identify sufficient, reliable, relevant 
and useful information to achieve the engagement’s 
objectives. In a regulatory environment, where financial 
services regulators are increasingly expecting firms to 
provide them with evidence of their approach to various 
issues, it is only prudent for internal audit to make evidence 
retention an important part of their approach to planning, 
to minimise the risk of any misunderstanding with 
regulators.
The, at times, nebulous nature of auditing culture means 
that planning audit activity needs to be considered carefully. 
The traditional planning tools work well up to a point but 
internal auditors should not be afraid to be flexible in their 
approach to planning. The key to planning has always been 
to have a clear line of sight concerning what you want to 
get out of the work you are going to do; in this instance the 
internal audit function needs to give assurance that culture 

UNDERTAKING  
A STOCK TAKE

To perform a review of the current cultural state of the 
organisation is essential, to provide a building block with 
which to compare compliance with regulations/regulatory 
messages; identify gaps and risks that actual practices pose 
against the vision for the cultural approach in the future; 
establish the starting position of the firm; and position the 
educational approach the organisation needs to undertake 
to embed any changes needed.

So what practically should be covered, and how?

SENIOR MANAGEMENT COMMITMENT
If internal audit is to undertake a review of the current 
cultural practices at a firm, it is vital that it has the support 
of the board and senior management. Practical things that 
may help with this are: 

•  Identify and employ a supportive board director. This might 
be the chairman of the audit committee, a senior non-
executive director or even the chairman or chief executive 
officer (CEO) themselves. It will be easier for results to 
be communicated and challenged if internal audit has a 
senior director who can act as a sponsor for culture within 
the firm, and subsequently as sponsor for the review. This 
senior director can then advise both internal audit and the 
board, facilitate meetings/workshops with fellow directors 
and generally smooth the way for the development of the 
firm’s new cultural approach. As internal audit then moves 
on to review the implementation of those new cultural 
messages, it will be extremely useful to have on board a 
dedicated person who can help to resolve any difficulties 
that may arise. 

REUTERS/BOBBY YIP
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•  Gain the support of risk and compliance colleagues. Internal 
audit will undoubtedly have support for this exercise from 
their colleagues in other control functions. Enlist the 
help and support of the risk director, compliance director  
and other senior managers in control functions. Outline 
what needs to be done and, where appropriate, take advice 
and guidance at an early stage so as not to hamper internal 
audit’s independence as the review progresses.

•  Don’t scare the directors. Internal audit’s remit is not to 
change the world; a measure of realism is needed. All 
that is proposed is a relatively detailed stock take of the 
firm’s cultural practices and attitudes. Internal audit’s role 
should be to help board directors to form a view, not to 
dictate the firm’s cultural approach. That is the board’s 
job, but it is a difficult, intangible subject, and this exercise 
should be beneficial rather than traumatic. After all, this is 
their organisation, and the firm should jump to their tune. 
All internal audit needs to do is to provide board members 
with information and guidance which they can then use 
during the process. 

ORGANISE LIKE AN AUDIT
It is important for the planning and undertaking of the stock 
take to be disciplined. A traditional internal audit approach 
may well prove helpful, therefore. The following steps might 
be considered:

•  Identify the departments/processes/people to be audited. 

•  Apply resource calculations to the scope and determine 
proposed finishing dates, milestones and report points.

•  Build in some time for research, not only of internal 
policies and processes but also of external material from 
regulators, experts and best practice. 

•  Draft a formal terms of reference/scoping document and 
agree that alongside the plan with the board and other 
interested senior managers. 

•  Hold interviews with all departments within the firm. Don’t 
restrict the project to those in operational or support areas; 
include everyone. The amount of time which is spent in  
each area can be dictated by the depth of responses 
to questions at preliminary meetings with the heads of 
various areas. Interview staff at all levels, from the director 
responsible to the junior clerks. It may be useful to create 
predefined scenarios, and to discuss what the expectations/
actions of each group of staff would be. 

•  Compile some form of risk and control matrix. For this kind 
of stock take a traditional risk and control approach may 
only be partly appropriate, but identify in a document the 
sorts of things you will be looking for during the planning 
phase and amend this as the review progresses (see 
suggestions for inclusion below). 

•  Discuss findings with individual departments of the firm. 
This will perhaps give internal audit an opportunity to be 
somewhat less confrontational with its findings and to dig 
deeper into why things are done the way they are, to get 
a firm understanding of the real drivers and reasons why 
culture is as it is.

ORGANISE THE SHAPE OF THE STOCK TAKE
A vast amount of information will be gathered from this 
stock take, which will encompass a review of policies 
and procedures, interviews, management information 
and customer feedback. It is important, therefore, that 
internal audit starts out with a high-level plan of the areas 
to be covered, as this will direct its field work, findings 
and reporting. This can, and will need to be, amended as 
the review progresses. The kinds of areas which might be 
included are:

•  Determine the customer life cycle within an organisation. 

•  Analyse the most important customer touch points 
(department, processes, people).

•  Identify the appropriate customer outcomes in each case. 

•  Establish staff attitudes towards customer service at each 
touch point.

•  Review policies, procedures and management information 
throughout the customer journey. 

•  Extrapolate this to the impact it has on support areas (e.g., 
HR, finance). 

•  Analyse the financials to see which areas have the most 
impact on profit and performance. 

•  Understand behaviour (drivers, reasons, incentives). 

Each organisation will be different so there will of course be 
other firm-specific areas to include.

MANAGEMENT INFORMATION
The identification and analysis of management information 
around the business is an important element to include. This 
may be a very large task, but cataloguing and describing 
the types and forms of MI that might be useful indicators 
of culture is a very valuable exercise. Specific types of MI 
that might be used include complaints data, claims data, 
customer surveys, staff surveys and customer retention/
attrition rates. At this stage it is just a stock take so do not 
try to rewrite the organisation’s entire MI policy. Current MI 
will give an indication of the current cultural approach. The 
future cultural approach will determine any changes needed 
to the suite of MI.

Qualitative information should also be captured, e.g., 
anecdotal evidence from employees, real-life examples 
of good and bad practice, opinions and attitudes towards 

UNDERTAKE STOCK TAKE
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issues. It can be a challenge actually to identify and obtain 
this kind of qualitative information. There may be no natural 
source of such data, or analysis may require a number of 
assumptions to be made. 

One suggested approach, however, might be to start by 
analysing current company cultural messages or directions/
vision from senior management or even regulatory 
guidance. For example, an objective might be to open and 
honest with customers. To provide evidence of and illustrate 
this internal audit might interview staff to allow them to 
give examples when they, or the company, have been open 
and honest with customers. A case study could be created 
and staff could then be asked to analyse the good and bad 
points within it or to analyse customer and staff surveys 
from the point of view of the comments made rather than  
the statistical breakdown

REPORTING THE FINDINGS
When it comes to reporting the findings, it is important to 
bring them to life. A traditional text-based audit report may 
be needed for the record, but presentations and workshops 
should also be used. Make reporting interactive and fun. 
Report findings in as succinct a way as possible without 
missing the main points being conveyed. Use workflows to 

explain processes and financials to explore the real impact of 
cultural messages on profit and performance. Internal audit 
should not be in “solution mode” at this stage; it is simply 
communicating the factual findings. It would, however, be 
appropriate to comment on any regulatory implications or 
opinions which have been expressed to internal audit.

SHARE THE RESULTS 
Results should be communicated initially to the 
chairman and CEO and to the board and then, with their 
agreement, cascaded to other senior managers within the 
organisation. Communication should be interactive and 
all-inclusive, for example opinions/suggestions expressed 
at feedback meetings should be reported back up the  
line where appropriate. 

It would be good at this stage to share results with the 
regulator. This will give the regulator the opportunity, based 
on some real findings, to provide some direction or guidance 
that will be invaluable when the organisation actually comes 
to develop or amend its cultural approach. It will also show 
that the organisation and the approved persons are acting 
with the necessary integrity and skill and being open and 
cooperative with the regulator.

UNDERTAKE STOCK TAKE

DEVELOPING A CULTURE POLICY 
The development of a culture policy is probably the most 
problematic for organisations due to the logistics, and to the 
intangible nature of the subject. Auditors should look for the 
following when undertaking an audit: 

WHO SHOULD BE INVOLVED?  

Board of directors 
The creation/ownership of the cultural messages and 
policy should rest with the board, although facilitating an 
agreement without first having had a structured discussion 
may result in a lengthy, fraught process that ultimately 
ends in a series of compromises that fail to satisfy the 
organisation’s needs. Auditors should look for the board to 
have delegated responsibility for designing the framework 
within which a policy can be debated to an individual 
director (preferably the chairman or CEO). The nominated 
individual should be given the resources and expertise to 
design a formal structure within which healthy debate can 
be had, but which then delivers an appropriate policy. The 
individual elements of the policy should be broken down 
and debated and agreed individually with the whole board, 
and the overall package then re-presented to the board at 
the end of the process. 

 Rest of the organisation
Auditors should look for evidence that the outputs of the 
board’s deliberations have been shared with others in 
the organisation. These outputs should be promoted as 
“draft”, subject to the opinions of the staff themselves, and 
then either local focus groups or wider meetings held to 
present the cultural message. There should be a mixture 
of meetings; some held with board directors present and 
some not. The outputs of these sessions should then be fed 
back to the board and the policy tweaked accordingly and 
appropriate reasons given for why particular suggestions 
could not be taken forward. Auditors should look for 
evidence of this as it supports the embedding process  
within the organisation. 

 Regulators
Auditors should look for evidence that the draft and final 
proposals have been discussed with regulators and the 
process and inherent risks presented to them. This will not 
be an approval process, and nor should it be. The culture 
of the organisation is the responsibility of the board of 
directors; the regulators will only want assurance that risks 
are being managed adequately. 
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WHEN AND HOW SHOULD THIS HAPPEN?
Auditors should look for a prompt response to regulatory 
messages. The organisation should have a reasonably-
paced project in place that adopts traditional project 
management disciplines, e.g., a project initiation document 
should be drafted and agreed; a project plan should be in 
place; milestones set, etc., The development of a culture 
policy will not be a speedy process and internal audit should 
be continuously involved at appropriate review places in the 
project plan to review and to give its opinion on current risks 
and controls within the project. 

CONTENT OF THE POLICY
A useful place to start is to review what the regulators have 
said about what constitutes culture. The  FCA breaks culture 
into six areas: 

•  Leadership  Fair treatment of customers is central to the 
behaviour and values of all managers; they communicate 
messages about the fair treatment of customers effectively 
and apply appropriate controls and monitoring to ensure 
that the fair treatment of customers is delivered by their 
staff. 

•  Strategy The firm has a clear vision which supports the fair 
treatment of customers. This is reflected in the formulation 
and implementation of strategic decisions (including 
change management programmes and outsource 
arrangements). The firm’s risk appetite reflects customer 
considerations. 

•  Decision-making and challenge Decision-making at all 
levels reflects the fair treatment of customers. The firm 
uses staff, customer and other external feedback where 
appropriate, with timely action. The interests of customers 
are properly balanced against those of shareholders (and 
other customer groups). 

•  Controls The firm has controls, including management 
information, that aim to ensure and demonstrate the fair 
treatment of customers. These controls are integral to the 
firm’s risk framework. 

•  Performance measurement Management make positive 
behaviours and attitudes to the fair treatment of customers 
a key criterion in the selection of staff. They also make 
effective training and the maintenance of staff knowledge, 
behaviours and values core to the business. Managers use 
performance management to develop their staff in the fair 
treatment of customers, identifying and acting on poor 
performance and rewarding good performance. 

•  Reward The firm’s reward framework (including incentive 
schemes) throughout the business is transparent, 
recognises quality and supports the fair treatment of 
customers. 

Auditors should check that all these areas are covered in a 
culture policy. For example:

•  Leadership  Evidence of appropriate vision and values, 
ownership and oversight by the board, commitment to 
customers, and that it is inclusive, purposeful and ethical. 
Communication is effective. As an additional point here,  
it is also worth looking for a culture element in senior 
management job descriptions or performance objectives. 
If monitored and reviewed satisfactorily, this provides 
useful evidence to the regulator, for example, that the 
organisation is placing culture at the heart of its operations. 

•  Strategy Evidence of understanding consumer need, that 
the organisation values customer feedback, that third 
parties have been chosen for their customer approach and 
adequate resources have been considered. 

DEVELOP A CULTURE POLICY
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•   Decision-making  Evidence of guidance to make the “right” 
decision, direction to consider the implications of the 
customer in all decisions, interpreting treating customers 
fairly in business processes, detailed consideration of the 
culture policy in other, operational, policies and procedures. 
Decision-making is empowered. 

•  Controls Evidence that beneath the policy a control 
framework exists and the policy alludes to this framework. 
This may include monitoring, exception reporting, 
segregation of duties and responsibilities. 

•  Performance measurement  Evidence that the policy covers 
or refers to recruitment, training, continuous assessment, 
feedback and managing performance. 

•  Reward  Evidence that policies around salary, bonus and 
commission are fair and compliant with regulations. 

COMMUNICATING AND EMBEDDING THE POLICY
The disciplines of communicating and embedding, although 
linked, are separate. 

Communicating
Communication is the main way to deliver the message and 
to make employees aware of the policy. Auditors should look 
for the following areas when reviewing the organisation’s 
approach to communicating a culture policy: 

•  Communication strategy A communication strategy 
should be in place that defines the timelines, methods 
of communication and persons responsible. For larger 
organisations it would be useful to have communication 
champions in each department or part of the organisation 
who can filter the messages through. 

•  Training Training on the culture policy needs to be 
developed and then provided on a continual basis. Training 
should initially be delivered as an awareness tool and this 
can then be followed up with deeper, more locally-focussed 
training that strives to embed the cultural approach in the 
individuals concerned. 

•  Methods Various methods of communication can be used, 
from emails to desk drops, attendance at team meetings 
to formal policy sign-off. One of the main points to any 
communication is that it is timely and can be clearly 
understood. A phased approach to any policy introduction, 
for example, can raise awareness and give employees time 
to consider any changes or opinions. 

Embedding
Embedding the cultural message is different from 
communicating it; simply communicating a message will 
have only limited influence on individuals’ actual behaviour. 

To embed the cultural approach requires firms to take the 
cultural message and demonstrate it in action. Auditors 
should look for:

•  Monitoring Line management and compliance regularly 
monitor customer outcomes and the steps taken to get 
to that outcome. Regular and effective performance 
reviews that focus on how the individual has adopted the 
cultural messages, giving examples of both good and bad 
practice. These practices can be published to highlight the 
organisation’s expectations to a wider audience. 

•  Review of customer complaints The gathering and analysis 
of the root causes of customer complaints should also 
be considered as an indicator of attempts to embed the 
cultural message. Embedding should focus on what the 
themes from the complaints have been and how they 
are going to be acted upon within the organisation. Once 
again, this could be good or bad: bad might be evidenced 
by process change, customer redress or employee 
disciplinary; good might be evidenced by celebrating an 
individual’s performance with the wider organisation, 
providing some form of bonus or incentive, or a customer 
satisfaction letter rather than a complaint. 

•  Customer survey Auditors could look for evidence that a 
customer survey has been   carried out and review any 
outputs. Again the auditor should ask what action has been 
taken and whether it improves the customer outcome. 

The development of a culture policy should go far beyond 
the words that are written. The policy is merely  a way to 
evidence the embedding of a customer-focused culture that 
all those in the organisation adopt, believe in and enact. 
Nevertheless, organisations need to take a very structured 
approach, and this means that it will not be a quick fix, and 
neither it should be.  Time, resource and thought should be 
devoted to the development of a culture policy. It should 
be all-encompassing and meant by senior management, 
junior employees, contractors and everyone who is part of 
an organisation.

“The most effective corporate culture 
emphasising standards of honesty and 
integrity is one in which the board of 
directors and senior management lead by 
example.” 

“Compliance Function in Banks: Back to the basics”, 
Inaugural address by Dr. K. C. Chakrabarty, deputy 

governor, Reserve Bank of India, at the launch of 
certificate programmes on Compliance Function and 

Training on July 12, 2013 in Mumbai.

DEVELOP A CULTURE POLICY
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To be able to assess risks and controls adequately it is 
important for internal auditors to understand fully the 
organisation’s approach  to culture, and to be able to interact 
with board members and senior members of the executive, 
and to challenge in an appropriate manner.

These are points made by the Financial Stability Board in 
its paper entitled “Increasing the Intensity and Effectiveness 
of Supervision: Guidance on Supervisory Interaction with 
Financial Institutions on Risk Culture”. The FSB states that 
the supervisory approach should seek to understand the 
organisation’s cultural approach and says that appropriate 
supervisory interaction with boards should be stepped 
up, in terms of frequency and level of seniority. The FSB 
also says that the ability to engage in high-level sceptical 
conversations with the board and senior management 
on the financial institution’s risk appetite framework, and 
whether the institution’s risk culture supports adherence to 
the agreed risk appetite, is important. 

Although the FSB paper makes recommendations for 
the approach to be used by national supervisors, i.e., the 
regulators, there are useful comparisons and lessons to be 
gleaned for internal auditors in the area of risk and controls. 

To continue to illustrate this point it may be useful to step 
through the kind of process that internal auditors might 
use to identify and assess risks and controls, and to explore 
some of the relevant tests that might be used. This section 
looks at the high-level risks and control objectives that might 
be used, looks at the areas of control that internal auditors 
might hope to find and finally provides some examples of 
the types of testing that might be undertaken to provide 
evidence of the approach taken.

RISKS

At an organisational level a summary of the overarching 
cultural risk might be: “Inappropriate cultural behaviour 
(both organisation and individual) results in a decline in 
company performance due to loss of customer confidence/
loyalty, adverse publicity eroding investor confidence, 
share price and market share and increased regulatory 
scrutiny and/or action as a result of inappropriate customer 
outcomes.”

This high-level risk could then be supported by individual 
control objectives and sub-risks such as:

To ensure organisation and employee behaviours are 
appropriate
•  Cultural approach does not result in the correct behaviours 

being put into action.

•  Board/senior management have not set out key  
company values.

•  Board/senior management do not personally demonstrate 
those values. 

•  Values have not been translated into behaviours and 
embedded into the organisation. 

•  Values and behaviours have not been communicated to 
staff and staff have not been trained effectively. 

•  Cultural approach is not adopted or understood within the 
organisation. 

To ensure that organisational performance (including 
share price and market share) does not decline due to 
cultural issues
•  Cultural approach is inconsistent with company strategy.

•  Costs increase as a result of greater number of customer 
complaints and redress paid. 

•  Increased regulatory scrutiny/action. 

•  Employees leave, become demotivated and/or frustrated 
or confused, resulting in reduced performance levels. 

To ensure customers receive the appropriate outcomes
•  Policies and procedures are not aligned to the cultural 

message. 

•  Remuneration structures reward inappropriate  
customer outcomes. 

•  Products do not take customer outcomes into account  
when being designed. 

•  Staff training does not deliver the appropriate  
cultural message. 

•  Post-sale processes do not provide mechanisms for 
appropriate customer outcomes to be achieved. 

CONTROLS

It is important that organisations have an appropriate mix of 
preventative and detective controls to offset the risks. The 
more controls that are “hard-wired” into an organisation’s 
fabric, the greater assurance boards and senior management 
will have that cultural behaviour is as they require it to be. 

To correspond to the risk areas, controls can be broken 
down into three areas:  controls around behaviours; controls 
around development; and embedding the culture and 
controls around customer outcomes.

CONTROLS AROUND BEHAVIOURS

The behaviours that an organisation wishes to portray will 
be specific to that organisation and it would either be too 
generic or too large a topic for a report such as this. That 
said, the internal auditor should be prepared to identify and 
then test the application of the behaviours determined by 
the organisation’s cultural “policy”. To illustrate the type of 
controls and testing that could be used let us look at some 
fictitious cultural behaviours:

RISKS AND CONTROLS
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POTENTIAL 
BEHAVIOURS

EXAMPLES OF SUGGESTED CONTROLS EXAMPLES OF SUGGESTED AREAS FOR TESTING

Comply with all laws, 
rules and regulations 
in both spirit and word.  

•  Compliance function exists, ensuring 
policies and procedures comply with 
legislation and monitoring application.

•  Legal advice and procedures in place.
•  Disciplinary process in place and operated 

appropriately.

•  Undertake audit of compliance function.
•  Review compliance monitoring results and map against 

cultural behaviours.
•  Review any legal cases brought against the organisation.
•  Assess any regulatory actions and the organisation’s 

response to completion.
•  Review MI from disciplinary process and map against 

cultural behaviours.

Be open and honest 
with all stakeholders 
including investors, 
customers and 
regulators.

•  Responsibilities allocated appropriately 
for managing different categories of 
stakeholders.

•  Investor management procedures.
•  Formal procurement process.
•  Contracts and SLAs with all relevant 

bodies.
•  Process and quality of material disclosed 

to customers.
•  Meetings with regulators.
•  Formally defined sales process.
•  Product development process.

•  Review governance around contracts.
• Review contract terms and conditions.
• Review outsourcing arrangements.
• Review MI on external relationships.
•  Review minutes of meetings. Attend meetings with 

stakeholders.
•  Devise scenario-based issues and present to employees 

for their reaction.
•  Attend/review a sample of sales transactions.
•  Review product development process for disclosures, 

messages, management sign off, compliance review.

Be loyal to the 
organisation.

• Whistle-blowing process.
•  Policies and procedures for dealing with 

media.
•  Employee exit interview process.

•  Review whistle-blowing process for appropriate 
investigation and resolution of issues.

• Review any adverse press coverage.
• Staff turnover/retention data.
•  Review outputs of exit interviews and subsequent 

actions.

Have an appropriate 
work-life balance.

• Employee terms and conditions.
• Budget process.
• Sickness procedures.
• Process for charitable donations.
• Employee grievance process.
• Staff help line.

• Undertake review of HR function.
•  Review budgetary process to assess whether adequate.
• Employee terms and conditions are reasonable.
• Review sickness MI for trends and actions.
•  Review a sample of grievance cases and map to cultural 

behaviours.

Treat colleagues with 
respect at all times.

•  Training for employees.
•  Recruitment process and criteria.
•  Performance assessment process 

especially objective setting.

• Grievance handling.
• Staff survey.
• Relations with contractors/outsourcers.
• Relations with regulators.
•  Personal objectives correspond to cultural message.

Do your best for 
customers at all times.

•  Line management monitoring of sales vs 
requirements.

•  Customer complaints dealt with 
appropriately.

•  Performance objectives centred around 
the customer – monitored, reviewed and 
auctioned in a timely manner.

•  Review of line management MI for a sample of sales 
employees.

•  Sample of outcomes from customer complaints.
•  Employee disciplinary process operated appropriately.

RISKS AND CONTROLS
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POTENTIAL BEHAVIOURS EXAMPLES OF SUGGESTED CONTROLS EXAMPLES OF SUGGESTED AREAS FOR TESTING

Be honest and truthful in all 
your dealings.

•  Fraud policy.
•  Financial controls around cash, bank 

accounts etc.
•  Disciplinary policy.
•  Management training.
•  IT security controls.

•  Undertake financial crime review.
•  Undertake IT security review.
•  Undertake financial controls review.
•  Review employee holiday records.
•  Review bonus/incentive MI.
•  Review HR recruitment checks and references.

Strive to be the best you can but 
not at the expense of others’ 
achievements or manipulating 
others in order to get your way.

•  Performance assessment processes.
•  Line management development process.
•  Training processes.
•  Disciplinary processes.

•  Undertake review of employee training.
•  Undertake review of performance assessment 

process.
•  Undertake review of HR processes.

CONTROLS AROUND DEVELOPMENT AND EMBEDDING OF THE 
CULTURE

The FSB has identified four key indicators of a sound risk 
culture and each is applicable here. 

Tone from the top 
Corporate governance controls need to be in place. The 
board of directors and senior management are the starting 
point for setting the financial institution’s core values and risk 
culture, and their behaviour must reflect the values being 
espoused. As such, the leadership of the institution should 
systematically develop, monitor and assess the culture of 
the financial institution

Controls that internal auditors should look for to demonstrate 
this include: 

•  The board and senior management systematically 
assesses whether the espoused values are communicated 
and adhered to by management and staff at all levels to 
ensure that the “tone at the middle” and throughout the 
institution as a whole is the same as the “tone at the top”. 

•  Implementation of a risk appetite that underpins the 
financial institution’s risk management strategy and is 
integrated with the overall business strategy. 

•  Appropriate committee structures exist, with responsibility 
assigned accordingly. 

•  Adequate high-level organisation of the development of a 
culture policy or code of conduct (e.g., the articulation of 
the culture in words). 

•  Appropriate reporting to the board. 

•  The board and senior management promote an open 
exchange of views, challenge and debate, including 
ensuring that all directors have the tools, resources and 
information to carry out their roles effectively, particularly  
their challenge function. 

•  Mechanisms for decisions to be made, evidence of meetings 
and discussions on cultural issues. 

•  Departmental objectives and key performance indicators 
that reflect cultural message.

•  Appropriate budget and resource allocation given to 
cultural initiatives. 

•  Actions delegated from the board undertaken promptly  
and thoroughly. 

•  Clear expectations are set with respect to the monitoring 
and reporting of, and response to, current and emerging 
risk information across the institution, including from the 
lines of business and risk management to the board and 
senior management. 

Accountability 

Successful risk management requires employees at all 
levels to understand the core values of the institution’s risk 
culture and its approach to risk, be capable of performing 
their prescribed roles, and be aware that they are held 
accountable for their actions in relation to the institution’s 
risk-taking behaviour. Staff acceptance of risk-related goals 
and related values is essential. 

Controls which internal auditors could look to include are: 

•  Appropriate communication strategies. Adequate and 
continuous training, and actions and mechanisms for 
employee feedback (e.g., staff survey). The board and 
senior management have processes in place to ensure 
that failures or near failures in risk culture, internal or 
external to the firm, are reviewed at all levels of the 
organisation and are seen as an opportunity to strengthen 
the financial institution’s risk culture and make it stronger.

•  Controls are in place for the lines of business to share 
information on emerging and unexpected risks, 
including horizontally to other business lines and units  
that might be affected. 

RISKS AND CONTROLS
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•  Escalation processes are established and used, with clear 
consequences for non-compliance with risk policies and 
escalation procedures. 

  Effective challenge 
The FSB states that a sound risk culture promotes an 
environment of effective challenge in which decision-
making processes promote a range of views, allow for 
testing of current practices, and stimulate a positive, critical 
attitude among employees and an environment of open and 
constructive engagement. 

Controls internal auditors could look for include: 

•  The existence and use of compliance and risk functions to 
review and challenge outputs. 

•  The operation of an effective complaints process that 
includes root cause analysis of the outputs of complaints 
and controls to turn outputs into actions.

•  Processes that are in place to review approach taken, e.g., 
post-implementation review of projects. 

•  Controls are established for employees to raise concerns 
when they feel uncomfortable about products or practices, 
even where they are not making a specific allegation 
of wrongdoing, and for acting on those concerns (e.g., 
whistle-blowing) .

Incentives 
Performance and talent management should encourage 
and reinforce the maintenance of the financial institution’s 
desired risk management behaviour. Financial and non-
financial incentives should support the core values and risk 
culture at all levels of the financial institution. 

Internal auditors could look to include the following controls: 

•  Performance assessment procedures that include cultural 
objectives. 

•  Effective process around design of remuneration structures. 

•  Independent review of remuneration policies. 

•  Succession planning processes for key management 
positions include risk management experience and not just 
revenue-based accomplishments; for instance, the chief 
risk officer can be considered as a potential candidate for 
chief executive officer. 

CONTROLS AROUND CUSTOMER OUTCOMES

The FSB states that: “A more intense and effective approach 
to oversight aims to deliver pre-emptive, rather than 
reactive, outcomes-based supervision. Outcomes-based 
supervision involves proactively assessing the decisions of 

the financial institution based on its strategic vision, business 
model and risk appetite framework; supervision is not only 
about ensuring compliance with the rules but also with the 
spirit.” Although not restricted to customers this statement 
could well be applied to customer outcomes, and internal 
auditors should be open to exploring cultural controls  
that affect the customer. 

Here there are three areas that directly influence customer 
outcomes that are worth a mention as they are fundamental 
to the basis of cultural change:

Customer “straw man” is developed 
Before developing desired customer outcomes it is important 
that the organisation knows the make-up of the type of 
customer they wish to deal with, or are already dealing with. 
A possible way of doing this might be to develop a fictitious 
customer or “straw man” that identifies the key characteristics 
of a typical customer and then allows outcomes to be 
developed accordingly.

Internal auditors should review the way the straw man has 
been developed to see if it accurately represents the relevant 
characteristics. Controls could be included in a possible 
model in the following areas: 

•  What are the customer’s requirements, demands and 
needs regarding the products, services, facilities of the 
organisation? 

•  What is the affordability capacity of the average customer, 
i.e., might they be in financial difficulties or are they 
financially mature? 

•  How financially sophisticated are they? Do they fully 
understand financial matters or are they financially 
ignorant or naive? 

•  What is location, age range, etc., of the average customer? 
What are their lifestyle needs? 

•  What are their communication needs? Do they prefer face-
to-face contact, telephone or email? 

Product development and financial promotions
Products are tailored to a specified target audience and 
undergo appropriate rigorous design and testing to 
ensure that the correct customer outcomes are achieved. 
Promotions accurately reflect the product being offered 
and fairly represent the risks and disadvantages as well 
as the benefits. 

Controls internal auditors should look for are: formal design/
development process; appropriate approval requirements; 
compliance and risk involvement in the process; end user 
testing/views of products; and post-launch review that 

RISKS AND CONTROLS
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changes for the future. 

•  Undertake a systematic assessment of whether employees 
are aware of escalation processes and believe the 
environment is open to critical challenge and dissent. 

•  Review complaints and whistle-blowing processes and 
track complaints and issues into management information 
and through the line to establish whether root causes are 
being addressed appropriately. 

•  Review communication strategies to assess whether 
alternate views or questions from individuals and groups 
are encouraged, valued and respected and occur in 
practice, and whether they can be expressed in practice, 
and request regular assessments of the openness to dissent  
at all layers of management involved in the decision-
making process. 

•  Review whether compliance, legal and other control 
functions, including their respective representatives, 
have sufficient stature not only to act as advisers, but 
also to effectively exert control tasks with respect to the 
institution’s risk culture. 

•  Review the remuneration policy to assess whether metrics 
consistently support and drive the desired risk-taking 
behaviours, risk appetite and risk culture of the financial 
institution, and encourage employees to act in the interest 
of the greater good of the company, rather than themselves 
or their business line. 

•  Select as sample of both high- and low-performing 
employees to establish what the reasons are for 
performance and incentive levels. 

CUSTOMER OUTCOME

•  Review the process for developing a customer straw man 
and assess against company objectives and strategy. 
Review whether criteria for establishing straw man are 
accurate and representative. 

•  Select a sample of sales calls and assess to establish 
whether customer understood information given, was 
given time to make decisions and generally received a 
comfortable experience. 

•  Select a sample of products and track through the 
development process to ensure appropriate approval, etc. 
Discuss with those involved their mind set and motivation 
when developing to assess cultural embedding. 

•  Review complaints in each product area to establish 
whether issues have been taken forward into product 
reassessments and establish why this has happened. 

assesses desired outcomes with actual outcomes.

Sales processes
Sales processes are assessed to establish whether the 
appropriate customer outcomes are achieved. Controls 
internal auditors should look for include: appropriate 
training for sales advisers; accurate and easy-to-
understand customer documentation at point of sale; 
internal sales documentation that allows sales advisers 
to answer customer questions or concerns promptly, 
accurately, honestly and fully, or a follow up call is arranged; 
management information that addresses cultural issues as 
well as operational performance; quality assurance calls 
with the customer undertaken to assess sales.

TESTING FOR CONTROLS AROUND DEVELOPMENT AND 
EMBEDDING AND CUSTOMER OUTCOMES 

Here are some suggestions for tests that could be used to 
provide evidence of some of the controls above:

Development and embedding
•  Review the risk appetite and risk policy. Stress-test the 

risk appetite with various scenarios to model reaction and 
subsequent actions. 

•  Review the organisation chart and job descriptions for 
suitable cultural inclusions and to ensure that the board 
and senior management have clear views on the business 
lines considered to pose the greatest challenges to risk 
management, such as unusually profitable parts of the 
business, and that these are subject to constructive and 
credible challenge about the risk-return balance. 

•  Review management information submitted to the board 
for appropriateness, completeness and reliability. 

•  Interview directors and senior managers to gauge buy-in to 
cultural messages (this could be achieved through a pre-
scripted, standard questionnaire-type interview or more 
role-playing scenarios). 

•  Review performance assessment and talent management 
policies and procedures which help to lessen the influence 
of dominant personalities and behaviours. Take a sample 
of employees (those who have, or have not, demonstrated 
good cultural performance). 

•  Review the decision-making processes to ensure that 
a clear understanding of the quality and consistency of 
decision-making throughout the business, including how 
decision-making is consistent with the financial institution’s 
risk appetite and the business strategy. 

•  Review assessment and communication of lessons learned 
from past errors to see if this was used as an opportunity 
to strengthen the institution’s risk culture, and to enact real 
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As a footnote to testing, it is important that internal auditors 
carefully organise and retain the necessary evidence that 
demonstrates particular findings. Evidence should contain 
information that directly proves the point being made and 
should be able to be retrieved quickly and accurately.

Further, where management information is provided and 
reviewed as evidence of an appropriate cultural approach, 
the management information needs to be high-quality, 
consistent and coherent. The presentation of poor-quality 
management information on culture to the board, for 
example, is a risk in itself.

CONCLUSION

The world has changed for internal audit as its remit has 
evolved away from financial controls to become more 
encompassing of an organisation’s risk and controls. Auditing 
culture is part of this change but it need not be scary.  It is a 
tricky area to audit. It is all-inclusive and therefore widens the 
scope of work, and does require a lot of judgement-based 
conclusions, but as long as work is broken into manageable 
chunks and conclusions support an appropriate behavioural 
objective, internal auditors should not be afraid to plan and 
undertake work and give their opinion, as with any other 
audit.  The regulators certainly seem to be counting on a 
strong, independent internal audit function to keep senior 
management appropriately apprised of any weaknesses in 
their approach to culture.  

Regulators have already offered some guidance, and many 
organisations have rolled their sleeves up and tackled 
the challenge head on.  If the challenge is daunting for 

management within organisations, then  the problems 
faced are compounded when it comes to internal audit.  Not 
only do internal audit have the same difficulties in trying to 
interpret and apply what culture means to their organisation, 
but they also have to find a way to risk-assess, apply controls 
and test what at times can be an intangible concept.  And 
all this in an industry which, historically, has been used 
to gathering hard evidence of weaknesses through well-
established financial controls.

Nevertheless, internal audit departments are well placed 
to add significant value to the cultural approach taken by 
their organisations.  They have the skills, disciplines and 
expertise that can be applied to this area, and can provide 
boards and senior management with the assurance they 
require.  Most internal auditors would accept, however, 
that it may be some time before  the changes are seen  in 
financial services organisations.
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“Remuneration systems should reward 
servicing the greater, long-term interests 
of the financial institution and its clients, 
including sustained profitability, as opposed 
to short-term revenue generation.”

“Guidance on Supervisory Interaction with 
 Financial Institutions on Risk Culture”,  
Financial Stability Board Consultative  

document, November 2013. 
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